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Abstract—Cryptography is the process of protecting information 
from unauthorized persons. It protects its availability, 
Confidentiality, privacy and integrity. The information stored on 
computer database is increased greatly. Many of the information 
stored is highly confidential and not for public viewing. This paper 
deals with the new cryptography algorithm which is based on block 
cipher concept. The logical operations like XOR and substitution 
methods are been used. These results show that proposed algorithm 
is secured and efficient. I studied about information security and 
Cryptography techniques and algorithm for presenting this paper. 
Basic introduction about Information Security using cryptography 
and detailed description of Information security using cryptography 
and various algorithms. I am presenting references where I have 
completed my paper. The proposed algorithm has the better speed 
compared with the other encryption algorithm. These algorithm 
improves encryption security by inserting the symmetric layer and it 
also reduces the time of encryption and decryption than other 
algorithms. This algorithm can be applied for the practical 
application which has the same process of encryption and decryption 
process. 
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1. INTRODUCTION 

The program implementation in encryption/decryption is the 
generation of the encryption key. Now a day, cryptography has 
many emerging applications. The high level privacy is been 
provided to the individual groups for protecting confidential 
information using cryptography. However, the main purpose 
of the cryptography is used not only to provide confidentiality, 
but also to provide solutions for other problems like: integrity, 
authentication, availability, confidentiality. Cryptography is 
the methods that allow information to be sent in a secure from 
in such a way that the only receiver able to retrieve this 
information. Presently continuous researches on the new 
cryptographic algorithms are going on. However, it is a very 
difficult to find out the specific algorithm, because we have 
already known that they must consider many factors like: 
security, the features of algorithm, the time complexity and 
space complexity. Fig. 1 is representing conventional 
encryption. 

 

Fig. 1: Simplified model of Cryptographic algorithm 

Security services: If we are taking about security of 
information the following services come in mind. 

 Confidentiality (privacy)  
 Authentication (who created or sent the data)  
 Integrity (has not been altered)  
 Non-repudiation (the order is final)  
 Access control (prevent misuse of resources)  
 Availability (permanence, non-erasure) 

SECTION I 

Here a newly developed technique named, a new Symmetric 
key Cryptography Algorithm using extended MSA method: 
DJSA key algorithm [1] discussed. In this they are suggesting 
a symmetric key method where they have used an initial key is 
generated by random key generator and that key is used for 
encrypting the given source file. In this method basically a 
substitution method where they take 4 characters area taken 
from input file and corresponding characters are searched 
from random key matrix after getting the encrypted message 
they store the encrypted data in another file. To search 
characters from the random key matrix they have used a 
method which was proposed by Nath in MSA algorithm. The 
key matrix contains possible words comprising of 2 characters 
each generated from ASCII code is from 0 to 255 in a random 
order. The Key matrix pattern will depend on text key entered 
by the user. The own algorithm is been proposed to obtain 
randomization number and encryption number from the initial 
text key entered by the user. The own algorithm is been to 
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